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PREFACE

The New York State Law Enforcement Council
was formed in 1982 as a legislative advocate

for New York’s law enforcement community.
The Council’s members represent the leading
law enforcement professionals throughout the
State, including the Attorney General of the
State of New York, the New York State District
Attorneys Association, the New York State
Association of Chiefs of Police, the New York
State Sheriffs’ Association, the New York City
Criminal Justice Coordinator, and the Citizens
Crime Commission of New York City. Since

its inception, the Council has been an active

voice and participant in improving the quality

of justice and in the continuing effort to provide

for a safer New York.
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DETER CRIMINALS WITH GREATER
PENALTIES FOR AGGRAVATED
IDENTITY THEFT

Identity theft is on the rise in New York. In 2007,
complaints from New Yorkers to the Identity Theft
Data Clearinghouse rose by 17% over the previous
year, from 16,452 to 19,319." A 2007 study found that
New York State has the highest rate of identity fraud
among states, with New York City leading among
metropolitan areas.” Statewide, arrests for the crimes
of identity theft and unlawful possession of personal
identification information more than tripled between
2003 and 2007. Not only the number, but also the
seriousness of identity theft crimes encountered by law
enforcement is increasing, with first-degree identity
theft making up a larger share of identity theft arrests
in 2007 than it did in 2003.}

Rightfully so, consumer concerns about identity
theft are higher than ever.* Yet penalties remain low
and prosecutors lack the tools for identity theft that
they already use against other, similar crimes. The
New York State Law Enforcement Council proposes
a comprehensive legislative package to make the pros-
ecution of identity theft in New York more vigorous,
efficient, and equitable, and to help law enforcement
prioritize identity theft cases against the most orga-
nized and predatory criminals.
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Identity theft com-
plaints from New
York consumers to
the Federal Trade
Commission in-
creased by 50%
over the past five
years. The serious-
ness of identity theft
crimes encountered
by law enforcement
is also on the rise:
whereas Identity
Theft in the First
Degree accounted
for 28% of total
identity theft arrests
in 2003, it now
makes up 37% of
identity theft arrests.
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Identity Theft Is on the Rise in New York
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CREATE AN AGGRAVATED IDENTITY THEFT
STATUTE

Low Penalties Attract Criminals to Identity Theft
New York needs serious penalties to deal with the most
egregious identity thieves: those who steal large amounts
of money, target the most vulnerable persons, and vic-
timize colossal numbers of people. In spite of mounting
complaints about identity theft and increasingly com-
plex and sophisticated criminals, the highest penalty for
identity theft in New York State remains a D felony.
This stands in contrast to other criminal frauds and
larcenies, nearly all of which have B or C felony-level
crimes available for the most serious cases.’

The relatively low penalties for identity theft make
it an attractive—that is, low-risk and high-profit—al-
ternative to other kinds of financial crimes and frauds.
It is time to amend the Penal Law to remove the per-
verse incentives for identity thieves in New York.

New York has recognized the deterrent effect of
high penalties on economic criminals in the past.
When the State Legislature increased the penalties
for grand larceny to their current levels in 1986, law-
makers reasoned that the potential perpetrators of eco-
nomic crimes are rational about the costs and benefits
of their planned transgressions:

The white collar criminal can be deterred. Economic

crime is planned in advance: the actor weights the risks

and calculates the potential profits...by increasing sub-
stantially the potential punishment, the attraction of
wrongfully taking property will be diminished.®
The Legislature should extend this reasoning to iden-
tity theft. By creating an aggravated identity theft
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statute, New York will signal to identity thieves that
their crimes are taken every bit as seriously as any other

financial crime.

Penalize Thieves Who Steal Large Amounts of Money
Under New York identity theft law, the theft of
$60,000 is no more serious than the theft of $6000.
Using another’s identity to take any amount over
$2000 is considered Identity Theft in the First Degree,
a D felony.” The penalties and dollar thresholds
defined by the identity theft statutes stand in stark
contrast to other theft and fraud crimes like grand
larceny or insurance fraud, which provide B felonies
for theft of over $1,000,000 and C felonies for theft
of over $50,000. A B felony like Grand Larceny in the
First Degree carries a minimum prison sentence of one
ycar,8 while a D felony like Identity Theft in the First
Degree generally results in probation on a first convic-
tion. Creating an aggravated identity theft statute for
large amounts of money is logically consistent with
New York’s treatment of other frauds and thefts.

New York's Penalties for Grand Larceny Far Exceed

Penalties for Identity Theft

Amount Grand Sentence |ldentity Sentence
Stolen Larceny Range Theft Range
$1,000.01 | Grand 0to4 Identity 0-4
Larceny 4° | years Theft 2° years
$3,000.01 | Grand 0to7 Identity 0-7
Larceny 3° |years Theft 1° years
$50,000.01 | Grand 0to 15 Identity 0-7
Larceny 2° |years Theft 1° years
$1,000,000.01 | Grand 1to 25 Identity 0-7
Larceny 1° |years Theft 1° years

Identity theft of over $1 million is punished at the same level as grand
larceny of over $3,000.
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While identity thieves who have stolen large
amounts of money can usually be charged simultane-
ously with the more serious felony of Grand Larceny
in the First or Second Degree, in some unfortunate
cases thieves who have clearly stolen large amounts
get away with nothing more serious than a D felony.
Identity thieves who divide their thefts among banks
and stores in different counties can avoid more serious
grand larceny charges because of how stolen sums are
calculated under New York’s rules.

New York’s larceny statutes do not allow prosecu-
tors to add together smaller individual amounts stolen
from different victims and in different counties in
order to charge a more serious crime, whereas the iden-
tity theft statutes do allow the aggregation of stolen
sums resulting from a single criminal transaction.
Unfortunately, identity thieves have little reason to be
concerned that the amounts they have stolen may be
aggregated under identity theft, given that the penalty
for identity theft of $100,000 is no greater than the
penalty for stealing $5000. Creating a higher charge for
identity theft of large amounts of money will remove
the benefit for identity thieves who use stolen identi-

ties over several jurisdictions.

Fifty Thousand Dollar Theft Unchargeable in Prosecution
of Multi-County Identity Theft Case: In October 2006, the
defendant was arrested in a Nassau County store for at-
tempting to purchase appliances using a stolen identity. The
defendant, a resident of Kings County and an employee of
NYC Transit, had used credit cards in the names of stolen

identities on several occasions in Nassau County. At the
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Identity Theft in the
First Degree, a D
felony; Grand Larceny
in the Third Degree,

a D felony (for the
non-Chase theft); and
Scheme to Defraud in
the First Degree, an E
felony.

time of his arrest, he had more than ten credit cards and
convenience checks in the names of stolen identities, as well
as personal identification information of forty additional
persons, in his car. Using one of those stolen identities, he
had charged more than $50,000 to one Chase credit card
account, which he took over by changing the address of the
cardholder and having a new card issued. He also stole over
$2000 using a separate credit card account (under the same
identity); these thefts, but not the Chase thefts, took place
in Nassau County.

Since the defendant had stolen a total of $52,000 using
a single stolen identity, Nassau County could charge Identity
Theft in the First Degree to cover the whole amount.
(Prosecutors have broad license under the law to charge
identity theft for all the money stolen using one victim’s
identity, even if much of the criminal activity occurred in
another jurisdiction.)

However, jurisdiction under the larceny statutes is more
limited. Unfortunately for Nassau prosecutors, none of the
$50,000 in charges to the Chase account had occurred in
their county, meaning that Nassau prosecutors could not
charge the defendant with larceny for that amount. The
highest charges available in Nassau were two D felonies and
an E felony,? although the defendant’s $50,000 theft clearly
met the threshold for the C felony of Grand Larceny in the
Second Degree.

If another DA had tried to prosecute the defendant for
the $50,000 grand larceny, both offices would have been
left open to accusations of double jeopardy, since both
prosecutions would have stemmed from the criminal use of
a single stolen identity.

Had an aggravated identity theft statute existed for
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identity theft of large amounts of money, or if prosecutors
had broader venue to charge grand larceny when it is part
of an identity theft scheme, the defendant’s most serious
crimes would not have gone unpunished. It was clear from
evidence seized that using many credit card accounts in the
names of some of the fifty stolen identities, the defendant
had netted over $200,000 in cash advances, merchandise,
and even Metrocards within a matter of months. Instead, he
pleaded guilty to Identity Theft in the First Degree, Scheme
to Defraud in the First Degree, and Unlawful Possession of
Personal Identification Information in the Third Degree and
will be sentenced to a year in jail. People v. Oluwashola,

Nassau County

Create Higher Penalties for ldentity Theft Against
Many Victims
Before 2002, the only legal victims in New York prose-
cutions involving losses from identity theft were banks
and credit card companies. One of the important re-
sults of the 2002 state law criminalizing identity theft
was the recognition that “consumers are, in fact, vic-
tims of identity theft.”™ New York should expand on
this consumer-friendly approach to fighting identity
theft by offering a higher penalty when a defendant
steals using the identities of many different people.
Each individual victim of identity theft suffers from
an invasive and time-consuming crime. On average, a
victim of identity theft spends four hours repairing
the damage to his or her credit rating and financial
reputation. For the top 10% of victims, the amount

of lost time rises to fifty-five hours"—fifteen hours
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more than the standard American work week. One in
six households victimized by identity theft spends one
month or more resolving problems.” In addition to
lost productivity and administrative hassle, an invasive
crime like identity theft causes psychological harm. All
of these destructive effects are magnified when large
numbers of victims are affected, yet a defendant who
fraudulently uses one person’s credit card in New York
is charged with the same degree of identity theft as a
defendant who uses cards stolen from 100 victims.
New York police and prosecutors have uncovered
identity thieves targeting more than 100 victims. Some
of these criminals have made a strategic choice to cover
their tracks by targeting as many victims as possible. In
order to escape detection while still enjoying a steady
stolen income, such criminals use many victims’ iden-
tities but limit each use to a relatively small amount. In
this way, they reduce the chances that victims will no-
tice suspicious account activity and pursue the matter

with law enforcement.

Defendant, Living Off Identities of More than 100 Victims
for Six Months, Avoids Prison Time: In November 2003, the
defendant was arrested at a FedEx site on Manhattan’s West
Side while picking up a package that had been ordered
using a stolen credit card number. At the time of arrest, the
defendant was carrying a bag containing names, addresses,
phone numbers, e-mail addresses, and credit card numbers
for more than 100 individuals. Investigators discovered that
the defendant had been living off the credit card numbers
for six months, using them to book Brooklyn and Manhattan

hotel rooms over the Internet and order hundreds of dol-
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lars worth of takeout food. The defendant, who stole or
attempted to steal more than $20,000 in all, was charged
with eighty-two counts of identity theft, forgery, and grand
larceny, among other crimes. However, prosecutors were
not able to charge any crime higher than a D felony. People
v. Coston, New York County

Other states including Minnesota, New Jersey,
Arizona, Florida, and North Carolina already include
the number of victims as a factor in their identity
theft statutes.” Doing so in New York would confirm
that this behavior is orders of magnitude worse than
the victimization of one or two people and would ac-
knowledge the increased costliness and inconvenience
caused by identity thieves who target dozens or hun-

dreds of individual victims at a time.

Maximum Punishments in Other States for

Identity Theft Involving Multiple Victims

Maximum Prison Time for
Identity Theft (in years)

Number of Victims

New Jersey 10
TeeRY
Minnesota 10
1ee?
20
15
30
7

TTETERRTRRTRRTRRTRRY
The maximum penalty in New York is the same whether there is one
victim or twenty.
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N.C. GEN. STAT. § 14-
113.22.
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Punish the Financial Exploitation of the Vulnerable
and Elderly

An aggravated identity theft statute should also provide
higher penalties for those who steal from elderly or other
vulnerable victims. Not only are these victims often spe-
cifically targeted by identity thieves, but they also find it
more difficult to recover from identity theft.

Identity thieves find such victims to be attractive tar-
gets for a variety of reasons. Members of these groups are
more likely to be socially isolated in general, which makes
it less likely that they will hear about and be on guard
against the latest identity theft schemes. Lack of techno-
logical savvy among older victims leaves them at a disad-
vantage when it comes to avoiding and detecting suspi-
cious activity concerning their accounts. Dependence on
caregivers can also open the door for unscrupulous health
aides or financial advisors to steal their personal informa-
tion and plunder their life savings.

The repercussions of identity theft are especially
devastating to these victims when they live on fixed
incomes, which makes it difficult or impossible to
recoup their lost savings through new earnings. Older
persons are also more likely to be targets for the most
serious kind of identity theft, in which new accounts
are opened in the victim’s name (as opposed to exploi-
tation of existing credit lines). This type of fraud is
difficult to discover, more costly, and challenging for
victims to recover losses.™

Several states, including Delaware, Illinois, Ohio,
and Pennsylvania, provide for enhanced penalties for
identity thieves who target the elderly or disabled.”
Elderly and disabled victims also already hold a special
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status under several existing New York statutes; for
example, enhanced penalties are available for physical
endangerment or sexual abuse of “vulnerable elderly,”
“incompetent or physically disabled,” or “mentally dis-
abled or mentally incapacitated” persons.® New York
should extend this protection of its most vulnerable
victims against predatory identity thieves.

ENHANCE THE USE OF EXISTING CRIMINAL
STATUTES AGAINST IDENTITY THIEVES

Add Social Security Numbers to the List of Personal
Identification Information

In addition to the crime of identity theft, New York
has a related crime for defendants who unlawfully
possess “personal identification information” knowing
that such information is intended to be used to further
a crime. The statute lists different types of “personal
identification information,” including bank account
numbers, mother’s maiden name, and computer pass-
words.” However, Social Security numbers (SSNs) are
glaringly omitted from this list.

For identity thieves, a victim’s Social Security
number is the most versatile and important form of
personal information.® Like account numbers and
computer passwords, which do appear on the list of
“personal identification information,” $SNs provide
easy access to bank funds, brokerage accounts, and
other important and private information. In fact, SSNs
are even more useful than these other types of infor-
mation because identity thieves need SSNs in order
to open fraudulent new accounts. And the damage
resulting from the theft of a sSN is long-lasting: unlike

16
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a credit card account number, password, or Personal
Identification Number (PIN), a person’s Social Security
number is extremely difficult to change, even after its
security has been compromised.

Since SSNs are not only common targets of identity
thieves, but also provide the greatest opportunities for
misuse, amending the crime of unlawful possession of per-
sonal identification information to include Social Security

numbers will hugely enhance the value of this statute.

Allow Identity Theft Rings to Be Prosecuted as
Organized Crime

Efforts to combat large identity theft rings are impaired by
the inability to use existing statutes designed to take down
organized criminal enterprises. In 1986, the Legislature
passed the Organized Crime Control Act (OCCA) to give
prosecutors stronger tools against sophisticated, well-or-
ganized criminal enterprises. These criminal rings tend to
be structured so as to insulate their leaders from detection
and prosecution. OCCA created the B felony crime of
Enterprise Corruption to make high-level charges against
the leaders of such groups possible.

By definition, Enterprise Corruption can only be
used when the organization has engaged in certain specific
criminal acts. This list of criminal acts includes many types
of theft and fraud.” However, the Enterprise Corruption
statute was created years before legislators and the general
public were even aware of anything called “identity theft.”
As a result, ringleaders cannot be charged with Enterprise
Corruption for their identity theft crimes.

Unsurprisingly, organized crime leaders are turning

to identity theft as a low-risk, high-margin criminal ac-
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tivity. Surveys of actual cases reveal the level of profits
to be found in organized identity theft: rings with six
or more defendants cause a median loss of $150,000.*
Despite the shift toward organized identity theft rings,
law enforcement is hampered by its inability to target

those at the highest levels of these organizations.

Allow Related Crimes to Be Charged Along with
Identity Theft in a Single Jurisdiction

A special provision in the Criminal Procedure Law
gives prosecutors broad jurisdiction over identity theft,
in recognition of the fact that this crime can and does
frequently cross county lines.” In New York, a defen-
dant can be charged with identity theft in any county
where part of the crime took place or where the victim
lived, even if the defendant was not physically present
in that county. However, this special provision does
not extend to the crimes which nearly always accom-
pany identity theft, such as grand larceny or criminal
possession of a forged instrument.

As a result, a single defendant may face simul-
taneous prosecutions in two or more counties for
various crimes related to an identity theft, all arising
from the same criminal transaction. These redundant
prosecutions are an unnecessary and inefficient drain
on judicial and prosecutorial resources. In addition,
the defendant has to shuttle between counties for court
dates and may have to pay for private attorneys or re-
tain assigned counsel in each county.

New York should amend the Criminal Procedure
Law so that prosecutors in identity theft cases can
charge all of the related crimes which form part of the

criminal venture in their county.
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